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Goals for Today

Convey techniques for

* How to model systems
- How to generate tests

* How to verify results

Communicate a mindset
Provide inspiration

Foster discontent
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Non-Goals for Today

+ Specific tools

» Interfacing with an application
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What are the Problems of
Software Testing?

&>
- Time is limited

N

~

* Applications are complex

T{%_Q;% * Requirements are fluid
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What's wrong with manual
testing?
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Manual testing is ok sometimes ...

Start e Digita] =

ef \ '} 11:25 PM
Clock.exe Clock.exe
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.. but it can rarely go deep enough

NN

Analog Digital
Start CEmes— = Digital CHm—aix
O\ 1125 PM
Clock.exe Clock.exe
DbIClk DbIClk

NN
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What's wrong with scripting?
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The Villain of this Piece

Currentwindow = wWFndwndc("calculator", "Scicalc")
wSetwndPosSiz(Currentwindow, 88, 116, 260, 260)
wWMenuSelect("@2\@2")

Currentwindow = WFndwndCc("Calculator", "Scicalc")
wSetwndPosSiz(Currentwindow, 88, 116, 480, 317)
wButtonClick("@32")

wButtonClick("@27")

wButtonClick("@38")

wButtonClick("@58")

wMenuSelect("@2\@1")

Currentwindow = wFndwndc("calculator", "Scicalc")
wSetwndPosSiz(Currentwindow, 88, 116, 260, 260)
wWMenuSelect("@2\@1")

Play "{click 330, 131, Left}"
wToolbarButtonClk("@2", "@6")

_i 9 wToolbarButtonClk("@2", "@7")
° AWQ Insplrlng wToolbarButtonCclk("@1", "@1")

e Unchanging

e Indecipherable
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Scripts are ok for some uses ...

Test case 1: Start Digital Stop Start Analog Stop
Test case 2: Start DbIClk Stop Start DblClk Stop
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.. but they pile up quickly ...

Test case 1: Start Digital Stop Start Analog Stop
Test case 2: Start DbIClk Stop Start DblClk Stop
Test case 3: Start Digital DblClk Stop Start DblClk Analog Stop

Test case 4: Start DblClk DblClk Digital DbIClk DbICIlk Stop Start Analog Stop
Test case 5: ...
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.. and what are you left with?

Test case 1: Start Digital Stop Start Analog Stop

Test case 2: Start DbIClk Stop Start DblClk Stop

Test case 3: Start Digital DblClk Stop Start DblClk Analog Stop

Test case 4: Start DblClk DblClk Digital DbIClk DbICIlk Stop Start Analog Stop
Test case 5: Start Digital Digital Stop Start Analog Stop

Test case 6: Start DblClk Stop Start Analog DbIClk Stop

Test case 7: Start Digital DblClk Stop Start Digital DblClk Analog Stop

Test case 8: Start DblClk DbIClk Digital Analog DblClk DbICIk Stop

Test case 9: ...
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What is a model?

e A model is a description of a system.
e Models are simpler than the systems they describe.

* Models help us understand and predict the system’s behavior.
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What is model-based testing?

“"Model-based testing is a testing technique where the
runtime behavior of an implementation under test is
checked against predictions made by a formal
specification, or model.” - Colin Campbell, MSR

e A model describes how a system should behave in
response to an action.

e Supply the action and see if the system responds as
you expect.
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Traditional Automated Testing

Imagine that this projector 1s the software you are testing.
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Traditional Automated Testing

Typically, testers automate by creating static scripts.
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Traditional Automated Testing

Given enough time, these scripts will cover the behavior.
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Traditional Automated Testing

But what happens when the software’s behavior changes?
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So What's a Model?

* A model is a description of a system's behavior.
* Models are simpler than the systems they describe.

* Models help us understand and predict the system's behavior.

© 2006 Harry Robinson, Google



Model-Based Testing

Now, imagine that the top projector 1s your model.
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Model-Based Testing

The model generates tests to cover the behavior.
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Model-Based Testing

........C.....}f.’.‘

... and when the behavior changes...
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Model-Based Testing

... so do the tests.
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Using Models to Test

* What type of model do T use?
- How do I create the model?

 k

ow do I choose tests?
ow do I verify results?
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Many Types of Models

- States

* Monkeys

- Sets

* Grammars

» Combinations

» Other
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Creating a Model
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We All Use Mental Models Already

Setkings Sektings

TN Digital
- \ 11:25 PM

if I am in the Analog display
and I execute the Digital action

I should end up in the Digital display
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State Table Representation

Analog Piata Digital

StartState Action EndState
Analog Digital Digital
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Exercise 1

Modeling a Website

A Model Test Demo - Microsoft Internet Explorer
Ho Gk fon Faeres bt
Q- O MR G| PO | B

st B VB«

Home Page

This purpose of these pages is to provide a demonstration of Model
Based Testing of an HTML application using IBM Rational Functional
Tester for Java and Web, formally XDE Tester, and before that Robotj
For some reason, the name was changed with each new version, but
the software is the same.

For a good tutorial on Model Based Testing look here.
In addition I've written a couple of articles, here are the links
This article was written for IBM's Developer Works
Begirr\’niycg on PageMls ovaebruary 2005 edition of System Test A
© et

[E

3 Model Test Dem

Images

Qut- O RNRAG Owwar | B Qut- O RNRAG Pwwar | B

Ackhess ) Cipocuments and Ssttingstharyey Documents|0s0s » Be Akiress &) C:\Documents and Settingstharrywy Documents|osos v Be

- AR AT - AR
Images > News

New York City:

<
~ « Barney Rubble Wins The Tour De France
+ NASCAR offers bicycle racers a demonstration of real
athletes
« Mammoth Mountain announces Free Skiing to all Goletians
Barista's in Bangalore:
N L]
& ® e & ® e

Based on “Model-Based Testing: Not for Dummies” by Jeff Feldstein
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State Table Representation

[ -~ i I |

e (o[
Images
How Yok iy
= =y
“’v!ﬂiﬁ Rl
I &5 s
p—

StartState Action EndState
HomePage ImageTab  ImagePage
HomePage NewsTab NewsPage
ImagePage  HomeTab HomePage
ImagePage NewsTab NewsPage
NewsPage HomeTab HomePage
NewsPage ImageTab  ImagePage
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Exercise 2

Modeling Notepad

I Untitled - Notepad |Z||E|E|
File Edit Formak ‘iew Help
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Start

C Yo

notepadiexe

Notepad Model

B Untitled - Notepad E|E|Fz| Type A B untitled - Notepad E|E|E|

File Edit Format ‘iew Help

—

Fle Edit Format Wiew Help

Close

A

—_—

Notepad

‘&/

——
Delete A

Cancel 'E The text in the Untitled file has changed.
\ - Do you want ko save the changes?

Ly | [ i ] [ Cancel
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Notepad State Table

StartState
NotRunning

W1no
W1no
W1no

W1inda

OwWEmpty
OwWEmpty
owD1rty
owD1rty

SaveDi1alog
SaveDi1alog

Action

Start
TypeA
Close
Delete
Close
Cancel
NO

© 2006 Harry Robinson, Google

EndState
Mai1nwindow
WindowD1rty
NotRunning
WindowEmpty
SaveDi1alog
WindowD1rty
NotRunning



Exercise 3

Modeling Wordpad

FEX

File Edit \iew Insert Format Help
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Wordpad Model

Document - WordPad g@]gl

Fle Edit View Insert Format Help

Delete A

Type A

o | Fle Edit Yiew Insert Format Help
A %

Cancel

No

Document - WordPad g@]g‘

Fle Edit View Insert Format Help

' Save changes to Document?
1Y

o Close
A -
wordpad. e

Yes

No Cancel

No
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Close

\ CaIlC el g Save changes to Document?

L_Yes ] [ No ] [ Cancel




Wordpad State Table

StartState
NotRunning
windowEmptyl
windowEmptyl
windowD1rty
windowD1rty
WindowEmpty?2
WindowEmpty?2
SaveDialogl

SaveDi1alogl
SaveDialog2
SaveDialog2

Action
Start
TypeA
Close
Delete
Close
TypeA
Cancel
Cancel

NO
Cancel
NO
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EndState
Mainwindow
windowD1rty
NotRunning
WindowEmpty?2
SaveDialogl
windowD1rty
SaveDi1alog?2
windowD1rty

NotRunning
wWindowEmpty?2
NotRunning



Exercise 4

Modeling Clock using Rules

Settings Settings
a0 a

Digital
- \ 11:25 PM
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Modeling Clock States

In our discussion of the Clock behavior, we only
tracked a few data values in the application:

I [=
] Running
11:25 PM was described as Digital
Framed
: ; Running
\ . was described as Analog
L Unframed
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Modeling Clock Actions

We also tracked how our actions change those values:

tttttttt

e, Running
\ f Analog
Framed

Digital Digital

gggggggg

Running

11:25 PM Digital
Framed
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So, we can replace this model ...

Analog Digital
\ : 11:25 PM
Clock.exe Stop Analog Start Clock.exe
DbIClk DbIClk DblClk DblClk
Start A Stop
\ - 11:25 PM
Clock.exe Stop A N | Start Clock.exe
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.. with a state variable model

Stopped
Analog
Framed

Stopped
Analog
Unframed

Start

Stop

Start

Stop

Analog

DblIClk

Digital
- Sto
Running | Digital Running P
Analog Digital
Framed Analog Framed Start
DbIClk DbIClk DbIClk
Running Running Stop
Analog Digital
Unframed Unframed
Start
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Stopped
Digital
Framed

Stopped
Digital
Unframed




Rules for the Stop action

+ If the Clock is Running, then the user can
execute the 'Stop’ action. .

. The 'Stop’ action puts you in Stopped mode =

static void Stop( )
requires (AppStatus == AppValues.Running); Stop

d
AppStatus = AppValues.Stopped;

)

Clock.exe
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Rules for the SelectDigital action

If the Clock is Running and Framed, then the user
can execute the 'SelectDigital’ action

The 'SelectDigital’ action puts you in Digital mode

tttttttt

static void SelectDigital( )

requires (AppStatus == AppValues.Running) Select
& & (FrameStatus == FrameValues.Framed); Digital
ModeStatus = ModeValues.Digital; 1125 PM

§
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A generated state table!

STARTSTATE

Stopped Analog Framed
Running Analog Framed
Running Analog Framed
Running Analog Framed
Running Analog Framed
Running Digital Framed
Running Digital Framed
Running Digital Framed
Running Digital Framed
Running Analog Unframed
Running Analog Unframed
Stopped Digital Framed
Running Digital Unframed
Running Digital Unframed
Stopped Analog Unframed
Stopped Digital Unframed

ACTION
Start

Stop
SelectAnalog
SelectDigital
DbIClk

Stop
SelectAnalog
SelectDigital
DblIClk

Stop

DbIClk

Start

Stop

DbIClk

Start

Start
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ENDSTATE

Running Analog Framed
Stopped Analog Framed
Running Analog Framed
Running Digital Framed
Running Analog Unframed
Stopped Digital Framed
Running Analog Framed
Running Digital Framed
Running Digital Unframed
Stopped Analog Unframed
Running Analog Framed
Running Digital Framed
Stopped Digital Unframed
Running Digital Framed
Running Analog Unframed
Running Digital Unframed



1.
Stopped
Analog
Framed

Start
Stop

A state diagram

Digital
Analog/__b
'/—\\ Analo
) g
Running )
Analog DbIClk

Framed

\

DbIClk

J.
Stop Stopped
Digital Digital
W\ Framed
Running
Digital DbIClk
Framed \ 6.
\\DblC_lk, Ru_mmg
Digital
Unframed
4.
Running Stop 7
Analog [TT—————! Stopped
Unframed \&j Analog
Unframed
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Stop
Start

8.
Stopped
Digital
Unframed




Generating Tests from a Model
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Generating Test Sequences

We can use the machine-readable model to create test sequences:

Random walk

All fransitions
Shortest paths first
Most likely paths first
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|

Stop‘ e

Analog
Framed

A Random Walk

J.
Stop Stopped
Digital Digital
W\ Framed

Digital Running
Digital DbIClk

Framed \ 6.
\\DblC_lk, Ru_mmg
Digital
Unframed
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Stop
Start

8.
Stopped
Digital
Unframed




A sequence that hits all transitions

Stop

DbIClk

© 2006 Harry Robinson, Google

Digital ’I igital
7 famed
M

Dlgltal Stait '
o’

oppcd

7.
topped
Analog
nframed

toppcd
Digital
nframed




An all-transitions sequence

1. Start 9. Start

2. Analog 10. Double Click
3. Digital 11.Analog

4. Digital 12.Double Click
5. Stop 13.Stop

6. Start 14. Start

/. Double Click 15. Double Click
8. Stop 16.Stop
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All paths of length 2

Digital
Analog
Analo
1 2 ‘/_j
Stopped nning
Analog 1alog DbIClk
Framed ramed \
DbIClk

i
Stop Stopped
Digital Digital
W\ Framed
Running
Digital DbIClk
Framed \ 6.
\\DlJlC_lk, Ru_mmg
Digital
Unframed
4.
Running Stop 7
Analog [TT—————! Stopped
Unframed \&j Analog
Unframed
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Stop
Start

8.
Stopped
Digital
Unframed




All paths of length 3

Digital

1.
Stopped
Analog
Framed

J.
Stop Stopped
Digital Digital
'/_ﬂ\ Framed
Running
Digital DbIClk
Framed \ 6.
\\DblC_lk, Ru_mmg
Digital
Unframed
4.
Running Stop 7
Analog [TT—————! Stopped
Unframed ‘___Sim;tf_’_ Analog
Unframed
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Stop
Start

8.
Stopped
Digital
Unframed




All paths of length 4

Stop
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J.
Stopped
Digital
Framed

Running
Digital
Unframed

7
Stopped
Analog

Unframed

Stop
Start

8.
Stopped
Digital
Unframed




A o

All paths of length <5

Start, Stop

Start, Analog, Stop

Start, Analog, Analog, Stop

Start, Digital, Analog, Stop

Start, Double Click, Double Click, Stop
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Exercise 5

Brainstorming Traversals
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How would you test this?
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Pathological

North

Dovn

West

North

NE | Noh

Up

up

West

Down

e
s = of \
= pussages \
w Nw sw North
— East Eat | west
Souh North v sE p
5
NW | Soun | dead swo | B
" North SE SE NE
w0 |
o :
Bowa W \ > rvitng <
¥ e
NW Up Down SE NW . Nom
NE North Eay South Down NE
North Fat sw Souh NE Soun
NE Bt Down Nw NW | Down
Wt W Souh_ Sous sw SE\ NW
* %] g
e =) o |
Eat e | posn | Up Nort
wistng
) pasages |
W up
sWo | Sam e
SE\ Soun | SE Ved
e Sw East
NE SE
1
s
of ===
e
passages

| Sout | Down

of

litle
passages

[~ SE
i
twisting

Sout \ Up

West West NE

sw SE/ NE

Down

of
passages

!
.

West

Down
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Closer in ...

E,

| NW

9.
little
maze
of
twisty
passages

North

Dovw

‘ maze
of
little

s ‘ twisting

S passages

Down East
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Partial state table for the maze

*west end of long hall

maze of twisty little passages
maze of twisty little passages
maze of twisty little passages
maze of twisty little passages
maze of twisty little passages
maze of twisty little passages

maze of twisty little passages

South
Up
NW
North
NE
West
East

SW

maze of twisty little passages
twisty little maze of passages
twisty maze of little passages
maze of little twisty passages
twisting maze of little passages
maze of little twisting passages
little twisty maze of passages

little maze of twisty passages
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© NOUAWDNE

Executing the Test Actions

Start
Analog
Digital
Digital
Stop
Start

Double Click
Stop
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Exercise 6

Modeling from a Spec

To Sustain Everyday Life: UMCOR Kits Are Another Way to Give
UMCOR Sager Brown Material Resources Specifications

Kits to Sustain Everyday Life
‘The following kit is used in places where people do not have ready access to many
essential supplies for everyday life. Please follow the directions exactly. Include all tems;
do not add items that are not on the lists. Extra gifts, though given with the best of
intentions, render a kit unusable and must be removed. Note: Al tems sent must be new!

Health Kit
(Updateo: 121112003)

Health kits provide basic necessities to people who have been forced to leave their homes}
because of human confict or natural disaster. Health kits are also used as learning tools in
personal hygiene, literacy, nutrition and cooking ciasses. When people gain the knowledgel
and materials to maintain personal hygiene, their overall health improves.

1 hand towel (15" x 25" up to 17" x 27°)
1 washcloth

1 comb (large and sturdy, not pocket-sized|

4 nail fle or fingernail clippers (no emery boards or toenail clippers)

1 bath-size bar of soap (3 oz and u

1 toothbrush (single brushes only in original wrapper)

1 large tube of toothpaste (expiration date must be 6 months or longer in advance of the
date of shipment to UMCOR Sager Brown)

6 adhesive plastic strip sterile bandages

Place these items inside a sealed one-galion plastic bag,

Value: §12 per kit
in

parato envelope, pl 10 check for at least $1 fo each kit ‘Sager Brown wih
the costs of processing and shipping ks around the world

Important: Please do not include any religious, political or patriotic notes or emblems in
any kit

Thank you for your donations. You are helping to make a difference in people's lives.

You page at
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3 O D B~ W DN

“Accessing an Account”

. customer needs to log in to use the system

. customer stays logged 1n to the system until she logs out
. customer starts with no account

. customer can create an account

. customer can delete her account

. customer can open an existing account

. customer can close an existing account
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Verifying the Outcomes
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Oracles

» Crashes

* Prediction

* Checking

* Pre-oracling

* Heuristics

* Filtering + Humans

- Assertions
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Exercise 7

Monkeying an Input Field

‘2 Form Example - Microsoft Internet Explorer E_|@|E|

. Fle Edit Wiew Favorites Tools Help ",’

Q- ©- X B G P | B
Account number: | | [ Subrmit |

;El Done J My Computer

Inspired by Noel Nyman'’s article “Using Monkey Test Tools”
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Monkey Models

1.2

aP,aP,abP,abP 2,abcP, P, P, P,
\\scbuild1

Type 5

containing message laurie Bill's October
?A

? v?-0Qrg+ 'cQ? <$ " Z'i7c} oV? E1X ...

Nothing I do
should make this app crash...

alike. In Word documents, for example ...
3 M note
RNL in Office 10

© 2006 Harry Robinson, Google

nov 31, 2000 Oct, 2000 dates Wednesday ...



Predicting the Outcome

StartState Action EndState
Analog Digital Digital
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Exercise 8

Oracling the Square Root Function

Va
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Va*Va=a
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Exercise 9

Oracling the Sine Function

v

Inspired by Doug Hoffman’s article “Heuristic Test Oracles”
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sin®(x) + cos?(x) = 1

cos(x) = sin(x-pi)

: 1

sin®(x) + sin®(x-pi) = 1




Modeling with Sets

o
.
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Exercise 10

Modeling Search

3 Google Desktop - Microsoft Internet Explorer

Ble Edt Wew Favortes ook Help

B © BB G| Lo B

Addiess | ] httpiff127.0.0.1: 4664} s=sPPQYHayEZLRIAGOWHM 7-DILIGE v Go
-
Desktop BETA
|
Web Images Groups News Froogle Local™® Desktop Moma more »

Deskiop Preferences
] Browse Timeline

[__Search Desktop || Search the Web

Search your own computer.

Set As Homepage - Privacy - Index Status - About

©2005 Google - Searching 85 479 iterns

& @ rerer
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| +pragmatic - Google Deskiop - Microsoft Internet Explorer,

© File Edit ‘iew Favarites Tools  Help

@Eack - \_/J \ﬂ @ _h }:\J Search :_;

: Address |@ http:/f127.0.0.1: 4664 sear ch? g=%2Bpragmaticflags=82num=108s=5F pah 3kLbmR PS&yMiclOF hjy kL

DEX|

L
i

V|Gn:|

Web Images Groups News Froogle Local Desktop Moma more»

GO @8[6 +pragmatic | [Search | Desktop Preferences

Desktop™~"BETA Erowse Timeline

Desktop: All- 0 emajls - 82 files -&web history - 0 chats - 0 other

1-10 of about 82 (0.

move from Index | Sortby relevance Sorted by date

O Software Testing Analysis Review (STARWEST 2005)
Inc. bio) W7 Testing Dialogues -Technical Issues Wednesday,
November 16, 2005, 1:45 PM T6 The Value-added Manager: Five
Pragmatic Practices Thursday, November 17, 2005

Desktop\051128 cleanup\proceedings\HTML\speakers.html - Open
folder - 1 cached - Nov 16

|

(£

@ Done

ﬁ Internet
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2 +ruby - Google Desktop - Microsoft Internet Explorer |:||§|[Z|

© File Edit ‘iew Favarites Tools  Help r

i

@Eack 2 \_/,I \ﬂ @ _h f.‘_\J Search :j;

: Address |@ httpiff127.0.0, 114664 /) search? q=":2Bruby&flags=82num=108s=NCLEGhSC Gxx I3 DK zmCx_ ik V| G0

[ Web Images Groups News Froogle Local Desktop Moma more» 2
Goagle

|+r|.|h3,f | [ Saarch ] Deskiop F‘referencea
EBrowse Timeline

Desktop™~"BETA

Desktop: All- 0 email§ - 3.513 files -!D web history - 0 chats - 0 other 1-10 of about 3,
ove from Index | Sort by relevance Sorted by date

% Microsoft PowerPoint - \W9

cdata-centric tests where each test does the same kind of thing to
different kinds of data. Available in different languages (Java, C+ C#
Python, Perl, Ruby, FitNesse, a

Desktop\051128 cleanup\proceedings\pdfW9.pdf - Open folder -
1 cached - Nov 16

(£

I
ﬁ Internet

|

A
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2 +ruby +pragmatic - Google Desktop - Microsoft Internet Explorer Z E rz|
oy

© File Edit ‘iew Favarites Tools  Help b
5 : A = !

Q- O RNE G| P |

: Address |@ http:ff127.0.0, 114664 ) search? g=":2Bruby+%:2Bpragmatic&flags=a&num=10&s=-llwZZ oL AcSEB-6elISz9BIuajks V| G0

Web Images Groups News Froogle Local Desktop Moma more» 2

GO @8[6 [+1uby +pragmatic | [Search | Desktop Preferences

Desktop™~"BETA

Desktop: All- 0 emals - 12 files -&web history - 0 chats - 0 other 1-10 of about 12 (0.
move from Index | Sortby relevance Sorted by date

2 Pragmatic Unit Testing
fun. For more information, as well as the latest Pragmatic titles,
please visit us at: http :.www.pragmaticprogrammer.com Copyright ¢
2003, 2004 The Pragmatic Programmers
Desktop\PragmaticUnitT estingInC#.pdf - Open folder - 1 cached -

Oct 12

|

EBrowse Timeline B

(£

<
@ ﬁ Internet
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+ruby
-pragmatic
3143 files

+ruby
+pragmatic
12 files

-ruby
+pragmatic
70 files

/ \

+ruby +pragmatic
3513 files 82 files
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+ruby
-pragmatic
3143 files

+ruby
+pragmatic
12 files

-ruby
+pragmatic
70 files

/ \

+ruby +pragmatic
3513 files 82 files
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Modeling with Grammars

Expr ::= IDENT
| NUMBER
| "let" Ident = Expr "in" Expr
| Expr + Expr

| Expr - Expr

|
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How a Production Grammar Works

A
A — BB |
B - CAC BB

C —-DD
~

BCAC

HW

BCBBC

FM

BDDBBC
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Exercise 11

Modeling HTML

2 The World Wide Web project - Microsoft Internet Explorer [B9[(=]E3 |
"
u

Fle Edt Yew Favoites Tooks Hep

bk - @) - [%] [B] @p | Osewrn 2
> s =

Address | @] hetp: History(19921 [TheProject htrl v B

World Wide Web

The WorldWideWeb (W3} is a wide-area hypermedia information retrieval inifiative siming to give universal access to a large universe of documents

Everything there is orline about W3 is linked dircctly or indirectly to this document, inchuding an executive summary of the projest, Mailing lists ,
olicy , Wovember's W3 news , Frequently Asked Questions

Tifhat's out there?
Poititers to the wotld's enline inforeation, subizcts , W3 servers, ete
Help
on the browser you are using
Software Products
A tist of W3 project components and their current state. (e.g. Line Mode %11 Viola, NeXTStep , Servers , Tools , Mai robot , Library )
Technical
Details of protocols, formats, program internals etc
Bibliography
Paper documentation on W3 and references
People
‘A tist of sorme people invalved in the project
History
A summary of the history of the project
How can Lhelp 7
TFyou would like to support the web
Getting code
Getting the code by anonymous FIP , etc.

& ® et
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A mini-html grammar

{seed}:=<html>{body}</html>;
{body}:={body}<P>{body}|<H1>{body2}</H1>|<H4>{body2}</H4>;

{body2}:=<font color="red"> {body3} </font>|<font color="blue"> {body3} </font>;
{body3}:=<U>{body4}</U>|{body4};

{body4}:=<I> {body5} </I> | {body5}:

{body5}:=the quick brown fox;
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Grammar Example 1

Modeling Arithmetic Expressions

100 * 5 / (6 - 5.01 * 3.14159)

Inspired by Pete TerMaat's article “Adventures in Automated Testing”
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Evaluate the following expressions

10*1.0*0.1*6.0* 1.16666666667 * 1.0 * 1.14285714286 * 5.25
2*25*04*40*125*10*0.8*5.25

4*05*35*10%*0.285714285714 * 3.0 * 0.166666666667 * 42.0
2*50*02*15*10%*2.66666666667 * 1125 * 466666666667
5*16*10*05*175* 0428571428571 * 0.333333333333 * 42.0
4*20*0.75* 15 *0.444444444444 * 0.75 * 2.66666666667 * 5.25
6*1.5*0.777777777778 * 0.428571428571 * 1.33333333333*0.25*7.0* 6.0
2*15*0.333333333333*100*05*08*15*7.0

5*0.6 166666666667 *0.2*10*1.0*10.0* 4.2
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42

5*8.4
5*10*8.4

1*50*10*84

}*10*5 *1.0*84

10*0.1*10*5.0*10*84
8*125*01*10*50*10*84

7 * 114285714286 *1.25*0.1*10*50*1.0* 8.4
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Evaluate the following expression

10* 0.6 *15* 0.666666666667 * 1.0* 1.0 * 0.833333333333 * 1.2 * 1.5 * 0.666666666667 *
1.33333333333 * 0.375 * 1.66666666667 *1.0*20*10*09*0.777777777778 * 1.0 *
0.428571428571 * 3.0 * 0.666666666667 * 1.5 * 0.222222222222 *05*5.0*20*04*20*
0.5*0.75 * 1.33333333333 * 0.75 * 2.33333333333 * 1.42857142857 * 0.7 * 1.0 *
1.28571428571 > 1.0 * 0.333333333333 * 2.0 * 0.833333333333 * 0.2 * 6.0 * 1.33333333333 *
0.375* 0.666666666667 * 1.0* 2.0 * 2.25 * 0.222222222222 * 4.5 * 0.888888888889 * 0.125
*40*20*0.75*1.0*15*0.333333333333 * 2.33333333333 * 0.428571428571* 3.0 *
0.888888888889 * 0.625 * 0.2 * 8.0 * 0.375 * 0.333333333333 * 7.0 * 142857142857 * 0.1 *
3.0 * 3.33333333333*1.0* 0.6 * 0.333333333333*4.0*05*25*05*14*
1.14285714286 * 0.25* 0.5 * 7.0 * 0.428571428571 * 2.0 * 1.0 * 0.5 * 0.666666666667 * 45 *
0.333333333333 * 2.33333333333 * 0.571428571429 * 1.75 * 0.428571428571*2.0* 0.5 *
14.0
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Grammar Example 2

Modeling C Code

static void TestCase(){
while( Fun(""'L21") ){
L.22: break; }}

else {

L3:{

L31: goto L.22;
L32:  goto L31; }}
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Grammar Model for a Subset of C

Statement :: if ( BooleanCondition ) { Statement } else { Statement }
Statement :: while ( BooleanCondition ) { Statement }

Statement :: { Statement Statement }

Statement :: break;

Statement :: goto Label;

Statement :: Label : Statement

Statement :: ExpressionStatement;

ExpressionStatement :: MethodCall

BooleanExpression :: MethodCall

MethodCall :: Fun(Label)

Based on “A High-Level Modular Definition of the Semantics of C#”
- Boerger, Fruja, Gervasi, Stark
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Deriving Programs from the Grammar

{ Statement }

AL
: N

{if (Boolean ) { Statement } else { Statement } }

A
[ A
{ if (MethodCall ) { Statement } else { Statement } }

PN
4 B

{ if (MethodCall ) { Statement Statement } else { Statement } }
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Tests Generated from the Grammar

suite123.cs

static void TestCase(){
L:

if C Fun("L1") H{
L2:

if ( Fun('L21™) H){
L22: goto L;

}

elsed

L23: goto L;

1}

else{

L3:

{

L31: goto L32;
L32: goto L;

1}

suite321.cs

static void TestCase(){
L:

if C Fun('L1") H{
L2:

while( Fun("L21") ){
L22:

break;

1}

elseq

L3:

{

L31: goto L;

L32: goto L31;

11}

“Experiments on Semantics Based Testing of a Compiler” - Esin, Novikov, Yavorskiy
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Exercise 12

Modeling Combinations
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Exercise 13

Selecting Sandwiches

Sandwich Maker E|E|E| -
Bread Cheese Order:
(%) White (%) Mone
0 wWheat () American
) Fye ) Swisz
Meats Condiments
[ ] Roast Beef [ Mustard
[ 1 Ham [] Mayannaize
] Turkey [ Lethuce
[ Pastrami [ Tomato
[ 5alami (] Onions
[ ] Pickles

Inspired by an example in Lou Tylee’s book “Visual C# Express for Kids”
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Setting Up the Combinations

Bread Cheese H MU MA L T
white none ham mustard mayo lettuce  tomato

wheat american no_ham no_must no_mayo no lett no_tom
rye Swiss

Using James Bach’s AllPairs program from www.satisfice.com
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TEST CASES
case Bread
white
white
wheat
wheat
rye
rye
white
white
wheat
rye
rye
white

0O NOoO Ok WDN -

_ O
N = O

Cheese
none
american
none
american
SWiss
SWiss
none
american
SWiss
none
american
SWISS

H

ham
no_ham
no_ham
ham
ham
no_ham
ham
no_ham
ham
no_ham
ham
no_ham

M
mustard
no_must
mustard
no_must
mustard
no_must
no_must
mustard
mustard
no_must
mustard
no_must

MA
mayo
no_mayo
no_mayo
mayo
no_mayo
mayo
no_mayo
mayo
mayo
no_mayo
no_mayo
no_mayo
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Generating the Pairs

L

lettuce
no_lett
lettuce
no_lett
no_lett
lettuce
no_lett
lettuce
no_lett
lettuce
lettuce
no_lett

T
tomato
no_tom
no_tom
tomato
tomato
no_tom
no_tom
tomato
no_tom
tomato
no_tom
tomato



But, did we miss any behavior of interest?

Sandwich Maker |:| |§| E| -
Bread Cheese Order:
(%) White (%) Mone
0 wWheat () American
) Fye ) Swisz
Meats Condiments
[ ] Roast Beef [ Mustard
[ 1 Ham [] Mayannaize
] Turkey [ Lethuce
[ Pastrami [ Tomato
[ 5alami (] Onions
[ ] Pickles
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Exercise 14

Modeling the Triangle

Inspired by B J Rollison’s conference paper “Dissecting the Triangle Problem”
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10) THE ART OF SOFTWARE TESTING

riangle test cases for the triangle program, that in no way guarantees
the correct detection of all equilateral triangles. The program could
contain a special check for values 3842,3842 3842 and denote such a
triangle as a scalene triangle. Since the program 1s a black box, the
only way to be sure of detecting the presence of such a statement is
by trying every input condition.

The ART of
SOFTWARE

B "
| 4

SECOND EDITION

GLENFOR
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Exhaustion?

for ( a=0; a<=32767; a++)
for ( b=0; b<=32767; b++)
for ( c=0; c<=32767; c++)
evaluate( a, b, c);
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Exercise 15

Modeling Google Maps

: 10th Ave 7
@
i qi Ave
£ w
S m 2
-} @ ]
s i
i Bth Ave
=
QJ‘
E Tth Ave
@ =
\ @
7] Bith Ave
b 3
(=%
=t 2
§ Kirkland Sth Ave
= 53
L8 o PV
@ L
4 Ave
w
[=5
§ - 21‘_’6 2 Peter
|_$DD it |3 rd Ave A 308 Kirk Park
Lo m 1 il

[ map_|[ Satelite ][ Hybrid |
10th Ave 10th Ave
s 9th Ave
Bith Ave 8th Ave
U:‘ g
S =z
2 @
Tth Bve e
Bth Ave Cer'lr'd'.wﬁ{
NE
308 /
el Z
e
et
4ih Ave
\! A 3
% xg_eran_ Ci

@2005 Google - Map-gadER005 NAVTEQ™ - Teims of Liss
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Start address:

Clay St
Oakland, CA 94607

End address:

CA 94546

Distance:

15.6 mi (about 21 mins)
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Start address:

CA 94546

End address:

Distance:

Clay St
Oakland, CA 94607

458 mi (about 54 mins)

A /'hA :

oA 550 S
VA= |i-:?—a
N\ i <

XN oo Z




[ Map || Satellite || Hybrid |

10th Ave
E “ = 10th Ave
.’.‘; 10th Ave y
]
f Prre— oth Ave
3 . w
o
; :;:) g Bih Ave
| W
2 ' S fore Bth Ave
ih
=

E g Tth e Tth Ave

w

j .,:Em.mﬁ‘iﬁ"'
wy

k= a3

£ g NE
=t 0 5
\ Kirkland °

2
@
4th Ave 4th Ave
nd G
3 & |
;ir)ﬂl:' t I3r|;l Ave |
Agoom | | I e ©2005 Google - Mapglat 2005 NAVTEQ™ - Tems of Lse)
Start address: 720 4th Ave
O 60 m | IeS Kirkland, WA 98033
) End address: Kirkland, WA
Distance: 0.9 mi (about 1 min)
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Trip #115
Trip start: 47.7945, -122.493
Trip end: 47.74753 -122.36585

Google route distance is 102.0 miles

Straightline distance is 6.7 miles

Ratio is 15.2 ~——-------—--—--=-——- SUSPICIOUS...
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e A
Map

Start address:

47.794500, -122.493000
+A77 4740 200 1227 297 34 80"

End address:

47.747530, -122.365850
+A77 A4 5 1 1227 2157 06"

Distance:

102 mi {about 2 hours 25 mins)

© 2006 Harry Robinson, Google
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e
w" rﬁ

: nﬂahﬂnm \"hr“v = \ -

Start address:

47.794500, -122.492000
+47° 4740200, 1227 2931 20"

End address:

47.747530, -122.365850
+477 44" 51 10, 1227 21 57 06"

Distance:

123 mi fabout 2 hours 20 mins)
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start address: 47.794500, -1 22.4@#1}{}
+A4 774740 207, 1227 29" 34 830"

End address: 47.747530, -122.365850
+47° 44 5T 117, -122% 27 7 06"

Distance: 102 mi (about 2 hours 29 mins)

Start address: 47.794500, -1 22.4@}12}13
+47° 4740207 1227 29731 20"

End address: 47.747530, -122.365850
+470 44" 51 11" 1227 217 57 05"

Distance: 122 mi {about 2 hours 20 mins)
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Checking Driving Directions

Maps

Start address: CA 92554
End address: CA 90747
Distance: 79.8 mi (about 1 hour 21 mins)

v Chinots |
Hills k"?

LA
| 5 I
- L

Lzl

Westminster

o
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Checking Driving Directions

Maps

Start address: CA 90747

End address: CA 92564

Distance: 149 mi (about 2 hours 29 mins)

T
'H'*—f',f EI—‘ Hills

.-"-'ul_'

e -[FLIIér'tnn T

MLII‘IIEtE

Temr:ul;\ﬂ b H '
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The Long Road Home

Start address:

A H2564

End sddress:

Long Beach, CA 90313

Distance:

180 mi (about 3 hours 3 mins)

Start address:

Long Beach, CA 90813

End address:

A 92564

Distance:

75,1 mi (about 1 hour 21 mins)

et —l;'!- (1]
L'y i:‘\l ) -ﬁ-ﬂ,._

P

ol L
e

Hl.ll"ﬂl"lglﬂl'l" tﬁit:

Beach

TRVETS e '

=
| Eatellite

*l:IL San Juan
w0 CEgistrano

Point i
Ean Clemente

w
a1
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What Kinds of Bugs do
Models Find?




The Incredible Shrinking Clock

Start ; Clock M= |
. . Settings
Maximize ok !IEI
Sethings
i Clock _ |O]
Stop . 8 Settings |
5 B . i Clock =] E3
Sta rt . . . e ’ Setftings |
- | S

Minimize N S \l s QML |
Stop : ' ’ :

\ Start ".. B . """

e Restore ,
AL Stop o
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That Was the Year that Wasn't

Start
Minimize
Stop
Start

Restore 2 . 1 4 PM
Date 1/23/2005

\
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What Kinds of Bugs do
Models NOT Find?




PLATERSE
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w N

Where is
Model-Based Testing
Heading?

Security Testing
Shortening Bug Repro Scenarios
Meaningful Regression Testing

Machine Learning?
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Security Testing

“The testing method developed in the PROTOS project is uniquely practical
.... Tests are conducted by bombing software with illegally formatted or

unexpected input.”
Tekes - National Technology Agency of Finland

CERT Advisories

. CA-2001-18 Multiple vulnerabilities in LDAP Implementations

. CA-2002-03 Multiple vulnerabilities in SNMP Implementations

. CA-2003-06 Multiple vulnerabilities in SIP Implementations

. CA-2003-11 Multiple vulnerabilities in Lotus Notes and Domino
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Shortening Repro Scenarios

Ay O
N~
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The Motivation

"The fewer steps that it takes to reproduce a bug,
the fewer places the programmer has to look (usually).

If you make it easier to find the cause and test the change,
you reduce the effort required to fix the problem.
Easy bugs gets fixed even if they are minor."

- from Testing Computer Software

© 2006 Harry Robinson, Google



The Beeline Approach

A repro path is simply another traversal through the
state model, so ...

A W N

Choose any 2 nodes in the repro path
Find the shortest path between them
Execute the spliced 'shortcut’ path

Evaluate the results and repeat
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The repro path reduction problem
1

> Ll >
A A

hal al - -
A
i ) 4
hal al - -
A A
) 4 ) 4
L > > -
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Random walk finds a bug

» » »
> L >
A
) 4 ) 4
P P
)l )l
: -
A

e

‘

... but the repro path 1s inconveniently long
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1. Choose any 2 nodes in the path

» » »
> L >
A
) 4 ) 4
P P
)l )l
: -
A

e
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2. Find shortest path between them
, () ‘ () ()

) 4 ) 4
L > > -
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3. Execute the spliced shortcut path

> Ll
A A

The bug repro’ed - this 1s the new shortest path
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Continue trimming ...

) 4
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until you stop.

P
)l

) 4
=.

<
al

) 4

) 4
“
L

A 4
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Why Use a Model for Reducing?

+ The model can detect (and therefore reduce) both
crashing AND non-crashing bugs.

* Finding a shortcut is simple in a model, so the
reduction is more efficient.

» Finding bugs is good. Getting them fixed is better.
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That Was The Year That Wasn't

: Iu-::k [_]0] : Iuck M =]
Sta rt Settingz Settingz
Minimize
S
Stop 4:36 PM |[)  4:36 PM
Restore 8/29/99 8/29

: .
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An 84-step repro sequence

invoke about ok_about no_title doubleclick seconds restore
seconds doubleclick doubleclick date about ok _about restore
gmt maximize doubleclick doubleclick date seconds date
close_clock invoke close clock invoke close clock invoke
seconds date restore about ok_about no_title doubleclick
digital doubleclick doubleclick no_title doubleclick no_title
doubleclick seconds restore restore doubleclick doubleclick gmt
analog maximize date digital minimize restore minimize
close_clock invoke restore digital date minimize close_clock
invoke maximize gmt digital restore doubleclick doubleclick
about ok_about maximize digital digital digital seconds analog
about ok_about about ok_about minimizeflose_clock invoke
restore date S
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Reducing the Sequence:

e Initial path length: 84 steps

e Shortcut attempt 2 : repro sequence: 83 steps
e Shortcut attempt 3 : repro sequence: 64 steps
e Shortcut attempt 4 : repro sequence: 37 steps
e Shortcut attempt 5 : repro sequence: 11 steps
e Shortcut attempt 7 : repro sequence: 9 steps
e Shortcut attempt 20 : repro sequence: 8 steps
e Shortcut attempt 29 : repro sequence: 6 steps
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# Repro Steps Over Time

# of Repro Steps

u
U T ) AR AR R

™ O

—
- — — - — (q\] (q\] (V]

# of Shortcut Attempts

N
AN
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Useful Regression Testing
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The Motivation

Q: What scenario does a developer use to test a fix?
A: The repro scenario you provided!

.
.
-
[
L]

. type ‘ format ’spell check . print ’
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The Gawain™ Approach

1. Assign the same weight to each arc in a graph
Choose a path through the graph

Assigh a low weight to each arc in that path

H w N

Exercise paths in graph in weight-increasing order

* Graph Algorithm Without An Interesting Name
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Assign the same weight to each arc

5
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Choose a path through the graph




Assign a lower weight to each arc
in that path

Weight of this path =4
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Execute all paths with total weight
less than some amount "X"

E.g., weight of this path = 8
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Weight of this path = 8
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Weight of this path = 8
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Weight of this path =9
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Weight of this path = 11
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You end up “Cocooning” the regression path
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Machine Learning?

DeleteA

Main eA
Start Empty
Clean
NotRunning Close
Emmpty o
Clean
This developer New bug
1S NEw. fix here.
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Observations on
Model-Based Testing
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Why Does Model-Based Testing Work?

, '; system under test
complexity

7\ model

speed

“... I think that less than 10 percent of most programs' code is specific

to the application. Furthermore, that 10 percent is often the easiest 10 percent.

Therefore, it is not unreasonable to build a model program to use as an oracle.”
-Boris Beizer, Black Box Testing, p.63
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Economics of Model-Based Testing

$

90000
80000

70000
60000

50000
40000 -
30000 -
20000 -
10000 ~

0_

1 tester, 1 cpu

2 testers, 2 cpus 1 tester, 10 cpus
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Metrics Issues

4

Should you count bugs you prevented?

Should you count how many test cases you've generated?

cm»gam
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Benefits of Model-Based Testing

- Easy test case maintenance

* Reduced costs

* More fest cases

» Early bug detection

* Increased bug count

- Time savings

- Time to address bigger test issues
* Improved tester job satisfaction
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Obstacles to Model-Based Testing

Comfort factor
- This is not your parents’ test automation

Skill sets
- Need testers who can design

Expectations
- Models can be a significant upfront investment
- Will never catch all the bugs

Metrics
- Bad metrics: bug counts, nhumber of test cases
- Beftfter meftrics: spec coverage, code coverage
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A Useful Resource
The Model-Based Testing Home Page

www.model-based-testing.org
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Recommended reading

JELESTING

OBJECT-ORIENTED
SYSTEMS

MoDELS, PATTERNS, AND TOOLS

Black-Box Testing

ROBERT V. BINDER

Techniques for Functional Testing
of Software and Systems

Boris Beizer

Bﬂ[l[H
H JRCOBSON
g RUMBAUGH
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